New User Training

o)=L =3
Carlos F. Lange

Dept. of Mechanical Engineering
University of Alberta




KDE Desktop
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Updates, Reboot (Encrypted Home)

Command Line

e Aliases
e Backup
e CiscoVPN

e Remote Connection
e Data transfer
e Desktop

e Code Running Rules (separate hand-out)




KDE Desktop L AS

Take the time to customize the many options in

KMenu/Settings/Configure Desktop.

Personalization/Regional Settings: modify Time and Measurements. Apply.

Personalization/Regional Settings/Spell Check: change the Default Language to

Canadian English and uncheck Skip run-together words (and, if you like,
enable Automatic spell checking by default). Apply.

Screen Lock: To change the time or to disable screen locking in

e KDE: Open KMenu / Settings /| Configure Desktop.
o |CEWM: Open SUSE | KDE System Settings.

e Under Workspace Behavior /| Screen Locking and change the
time or uncheck Lock screen automatically:.

Power Management: Important! To prevent desktop suspend on all desktops:

e Hardware /| Power Management uncheck Suspend session.
(all desktops are “servers” that may need to be accessed remotely)
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KDE Desktop L AS

e Set KWallet either when asked or at KMenu/System/KWalletManager to store
passwords securely and select Classic, blowfish encrypted file. Next.

e Firefox: To save passwords securely: (Edit/Settings/Privacy&Security) If you allow
Firefox to Remember Passwords, then make sure to Use a master password,
so that URLs and passwords are encrypted.

e Chromium and Chrome: To save passwords in Google's Chromium or Chrome go
to Settings, then click on Sync and Google services. Set Encryption options with
Encrypt synced passwords with your Google Account.



Passwords

Speaking of passwords,
make sure to use a good,
long password that is easy
to remember, but hard to
crack.

Equations and quotes are
good for that.
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Lock screen, Logout

Linux is very secure, with safe file permissions and essentially no malware. But
this only applies, if the intruder can’t log into the system.

Do not allow non-lab members to use your login. Ask Dr. Lange to grant them a
login, if you want to offer them access to your machine.

When leaving your desk unattended for a period, say over lunch, always lock
your screen. You can set your screen to lock automatically (in System
Settings/Workspace/Desktop Behavior Screen Locking) or, better, you can
lock it directly (KMenu/Leave/Lock).

At the end of the day or when leaving for a long period, log out. Someone else
may need to use the machine while you are away, e.g. for system
maintenance, and they will not know if you are running some important
program that cannot be interrupted.

Do not turn off or reboot your machine, unless it is needed. All Linux
workstations are servers that may be used remotely and should stay on all
the time.
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Updates, Reboot

When KDE indicates there are updates, & E then it is safe to
“Install Updates”, preferably at the ena ot your work, before you
log out.

Sometimes a system patch is installed that requires reboot, or
another reason (repair, moving) requires you to turn off your
machine. Make sure to check, if someone else is logged in and
possibly running code in your machine with the commands w and
top.

After reboot, enter the passphrase for the encrypted Home partition.
All user data are stored in an encrypted partition to preserve
confidential data.

If the reboot happened unattended, the encrypted partition was not
mounted. Reboot again and enter the passphrase.
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Software Updates
You have 152 new updates
(including 2 security updates)

kdevplatform (5.2.4-Ip150.46.2)

Base Package for Integrated D ment Enire
kernel-default-devel (4.12.14-p150.12.25.1)
Development files nece for building kernel m
kernel-default (4.12.14-Ip150.12.25.1)

The Standard Kerne

kernel-devel (4.12.14-p150.12.25.1)
Development files needed for building kernel module
kernel-macros (4.12.14-Ip150.12.25.1)

RPM macros for building Kernel Module Package

kila.lann 2 1 2In150 20 2

Select all packages

Install Updates

©m@mE4 ~ 7:.03AM

Restart is required

The computer will have to be restarted after the
update for the changes to take effect.
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Command Line LAS

# --environment aliases--

e A lot of work in Linux is done in the Command  a!ias backs'cd soLopup

alias cp='cp -1

Line. It is the only way to access remote e

super-computers, such as Digital Research %2 500f &L poor o e T ey Qe omt A
Alliance. It is a very powerful and fast aliss monistory T+ Frort by sz, faroer ot
environment, once you get used to it. lins oude gy h ‘Lo TF | grep /| sort -h ©  #sort top directories by size
Use Konsole as the terminal. #  —clean-up--

P o

alias cleantex="\rm -f *.bck *.bak *.log *.dvi *.blg *.aux *.idx *.backup"
e Some useful command shortcuts have been alins rmbo'\rm —f *% *.bek *.bak *u
= . alias readmode="find . -type f -exec chmod 644 "{}' \; ; find . -type d -exec ck
installed in your home ’
. . a # --special initial settings for programs--
aS allases leSS ° al las alias enscript="enscript -A2 -jrH -E -2 --font=Courier7@5.8/7 --media=letter "

U-—am_nmu"uf o —— FSSwires alias ps2pdf="ps2pdf -sPAPERSIZE=letter "
alias psnup="psnup -pletter "
alias sdiff="/usr/bin/sdiff -b -B -w 147 ° #wide sdiff

alias ssh="ssh -A '
alias wgetall='wget --progress=dot --recursive --convert-links --page-requisites

e See a list of useful commands
In the Linux Cheat Sheet.

# -- admin stuff —-
alias pil@@@0='echo "scale=10000 ; 4*a(1)" | bc -1'

alias whichgraph="/sbin/lspci -nnk | grep VGA -A2"  #show type of graphics carc

S 3 L8 e S 2 e

# —- fun --

e o

e e
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Command Line LAS

Some useful aliases are:

cleanspace: When you receive files that contain space character in the name, or
when you create a file or folder name with spaces, you can replace the spaces
with underscore using this command alias.

e Spaces in file names create all sort of problems in CFD programs and
scripts. This is why they should be avoided.
e |f you are using the Dolphin file browser, you can open a terminal with F4.

cleanmode: When you copy files from a Windows USB, the detailed permissions
used in Linux are not set. This alias makes files readable, but not executable and
sets proper permissions in folders.

rmb: Delete all types of backup copies of files to clean up a folder.



Backup L AS

e Each user is responsible for backing up her/his data.

e Backup is the single most important system
maintenance activity for the user and it can save many
days, sometimes weeks, of work in case of hardware

failure.

e Create a habit of regularly backing up locally and off-
site your most important data, specially during heavy
work periods.
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Backup L AS

Each CFD-Lab user is entitled to means for regular local backup (weekly is
recommended).

This is specially important for very large files and simulation results files.
The current means of local backup is:

e an external hard-disk that is connected to the machine through the
external disk bay. All permanent backup disks shall be stored in the
fireproof safe in the CFD-Lab (MEC 4-18).

In addition to the local backup, each user should use their own means for
regular off-site backup (daily is recommended).

Examples of backup media are: large USB memory keys, external hard-
disks, or synchronization to an external machine or to the cloud.

Confidential data should only be stored in encrypted media: nttps:/isites.ualberta.ca/
~clange/Linux/openSUSE/15.4/instructions/openSUSE15 user.html#crypt
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https://sites.ualberta.ca/~clange/Linux/openSUSE/15.4/instructions/openSUSE15_user.html#crypt
https://sites.ualberta.ca/~clange/Linux/openSUSE/15.4/instructions/openSUSE15_user.html#crypt

Backup Commands L AS

For full copy use the following standard Linux commands:
cp -a <orig> <dest>
e (local backup)
scp -rp <orig> <remote-mach:dest>
e (remote backup)
tar zcvf <filename.tar.gz> <orig>

e (creates a single packed and compressed tar-file (similar to ZIP, but
preserving all attributes))
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Backup Commands L AS

e To generate a compressed tar-ball, containing only new and modified files in
a directory (folder) after a certain date, that can be easily stored in a small
memory stick, use the backupfromdate script.

e [For example, to backup all new and modified files from the past 24h in a
directory use:

e backupfromdate yesterday directory

e This creates a tar.bz2 file that can be restored later running from the top
directory:

e tar jxpf file.tar.bz2

e Description and another example can be found running
backupfromdate --help.

13



-l >
Backup Commands LAS

e For efficient incremental synchronization, the best command is rsync.

e Because of the complexity of the this command, we recommend the use of the
following scripts for directory (folder) synchronization:

e syncsend <directory> <remote-mach:>
e syncget <directory> <remote-mach:>

e which are used to send and receive updated data between two
active machines (ex. laptop and desktop).

e syncsendauto <directory> <remote-mach:>

syncgetauto <directory> <remote-mach:>

e which are used to send updates from a machine to a passive
backup destination (ex. external hard disk).

e These scripts also accept local parent directories (use full path starting with /) as
destinations (ex.: syncsendauto Thesis/ /media/disk/user/).
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Remote Connection _LAS

e CiscoVPN is required to connect to the workstations and servers in the CFD-Lab
from outside the University and from the UWS wireless network.

e |t creates a tunnel that encrypts all communications with the machines, including
the passwords used.

e Make sure to install a CiscoVPN client and to create a connection using the
KMenu/Internet/Cisco Anyconnect Secure Mobility Client and connect to
vpn.ualberta.ca using your CCID as: ccid@Engg

e When connecting the first time:

e Open Preferences (gear icon) and set Disable Captive Portal Detection
and unset Block connections to untrusted servers.

e At the Security Warning: Untrusted Server Certificate! click on Always
connect.

e Once the CiscoVPN connection is established, you can transfer data between
machines and run codes remotely.
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Remote Connection _LAS

To login to a remote machine, use
e ssh <machine.name>

See a list of machines in the Code Running Rules.

Data Transfer:

e Use the backup scripts syncsend and syncget to transfer
incrementally full project folders between machines.

e Use Dolphin Network/Add Network Folder to graphically exchange data
between two machines. Then select Secure Shell (ssh), Next. Enter a
nickname for the connection, user login, and server name or IP address.
Save&Connect. You can Split the window for easier exchange.

e On MacOS you should be able to install and use the syncsend and
syncget scripts as well.

e On Windows, use WInSCP (winscp.net) to transfer data graphically and

PuTTY (www.putty.org) for command shell and sftp data transfer.
16


http://winscp.net/
http://www.putty.org/

Remote Connection _LAS

e X2Go Client (KMenu/Lost&Found/X2Go Client).

e To access your desktop remotely or to run single applications use the X2Go
Client for best results.

e To access your complete desktop on a remote machine:

e Start a New Session (Session | New Session) and enter Server Host
name and Login.

e Important. Change the Session type to ICEWM, because X2Go has
problems supporting the KDE Plasma desktop.

e |n the other tabs you can adjust the connection speed, size of display
window, media sound support, and shared folders, if needed. OK.

e Once logged into ICEWM, if the desktop is very slow you need to
deactivate compositing. Go to KMenu/Display&Monitor/Compaositor:
uncheck both options to disable compositing.
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Remote Connection _LAS

e X2Go Client:

e Once the session started, you can close the session window or the client window
and the session (and any running program) will continue to run in the remote

server.

e At the end of a session, do not forget to logout from within the session
(openSUSE Menu / Logout), to actually terminate the session in the
server.

e To access a particular application on a remote machine:

e Start a New Session as above and set the Session type to Single
application, then enter the application call in the Command field. OK.

e Note: Matlab must be called from a terminal window that remains open,
such as xterm -e matlab.

e At the end of a session, do not forget to quit the application as usual.
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Future Topics

Command Line Tricks:

e Midnight Commander (mc)

e Aliases

e Scripting (ExplainShell)
KDE Virtual Desktops/Activities
Info Center, Directory overview/stats
LibreOffice
PDF Annotation
Engauge Digitizer
LaTeX+BibTeX (Kile)
Reference Manager — Zotero/Mendeley
Project Management - ProjectLibre
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https://explainshell.com/
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